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(57) Abstract: The invention relates to dynamically creating talk groups in a communications system. A new dynamic group is 
created by a user who defines a group definition message in his subscriber station. This group definition message uniquely identifies 
the new group in the system, and can be distributed to the intended group members using the usual messaging facilities available 
in the specific communications system. The recipients of the group definition message can store the message in their subscriber 
stations for subsequent use. Thus, group creation and membership management are handled at user level without interacting with 
the system. The role of trie system is restricted to establishing a means for communication in the group whenever there are users 
who have activated the group for communication. 
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A method for creating a dynamic talk group 

Field of the Invention 

The invention relates to communications systems, and especially to 
group communication in communications systems. 

5 Background of the Invention 

A mobile communications system refers generally to any telecom- 
munications system which enables wireless communication when users are 
moving within the service area of the system. A typical mobile communications 
system is a Public Land Mobile Network (PLMN). Often the mobile communica- 

10 tions network is an access network providing a user with wireless access to 
external networks, hosts, or services offered by specific service providers. 

One special feature offered in mobile communications systems by 
PMR systems is group communication. Conventionally group communication 
has been available only in trunked communications systems, such as Profes- 

15 sional Radio or Private Mobile Radio (PMR) systems which are special radio 
systems primarily intended for professional and governmental users, such as 
the police, military forces, oil plants. However, the group communication is 
now becoming available also in public mobile communications systems. The 
term "group", as used herein, refers to any logical group of three or more users 

20 for participating in the same group communication, e.g. a speech call. The 
same user may be a member of more than one group communication group. 
Typically, the members of the group communication group belong to the same 
organization, such as the police, the fire brigade, a private company, etc. Also, 
typically, the same organization has several separate groups, i.e. a set of 

25 groups. 

Group communication has conventionally been based on predefined, 
rather static groups. In the first generation of conventional PMR systems, 
communication was based on access to physical radio channels. Radio chan- 
nels were physically installed into mobile radio stations, the use of each radio 

30 channel was based on an agreement between the users. As it was not possi- 
ble to dynamically introduce new radio channels into mobile radio stations, it 
was in principle possible to dynamically modify the agreement concerning 
which kind of traffic to be conducted on which radio channel. In practice this 
was difficult to achieve, and furthermore it was not possible to exclude users 

35 from having access to channels if they once were installed. To allow. differen- 
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tiation between groups on same physical channels, various selective call 
methods were introduced. Even these were based on the selective call infor- 
mation that was physically programmed into a mobile station. More dynamic 
approaches did not appear until more sophisticated signaling methods, which 
5 made it possible to exchange information in both directions between mobiles 
and a system control unit, were adopted. Special signaling messages could 
then be adopted to carry the regrouping information. Problems with reliability 
were common, because the loss of a message resulted in incomplete group 
membership. 

10 In older and simpler systems the group membership was known 

only to the mobile stations. In more recent systems the group membership is 
known to both the system and the mobiles. The latter case provides many 
functional advantages (such as allowing the system to allocate resources only 
when being actually required by a group member) but makes the dynamic re- 

15 grouping technically more demanding and complex. The information in the 
system and the mobiles must match with one another. This is usually achieved 
by arranging the radio system to hold a master copy of the group information. 
This works well as far as it is enough to perform group management from a 
fixed terminal connected to the network infrastructure. 

20 Various ways have existed for a long time to create new talk groups 

and/or modify group membership more dynamically. A need has particularly 
arisen to create and manage groups from mobiles. This has led to a two- 
phase solution: the user from the mobile has to communicate, using special- 
ized signaling, with the system control unit, which stores the information, cre- 

25 ates the group and distributes the information to other mobiles, again using 
specialized signaling. The problem with such a dynamic talk group functionality 
has been that the technical implementation thereof has been complex, and 
that said functionality has been difficult and unreliable from the user's point of 
view. 

30 In addition to conventional PMR users, group communication is also 

attractive to users of modern public cellular networks. For example, private 
persons might want to participate in talk groups, such as hobby groups, sport 
groups, etc. Small business users may also use the group communication fea- 
ture for a more frequent job-related communication during a working day within 

35 the same work group, either within the company or a business community. 
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Summary of the Invention 

An object of the invention is to provide a technically simple method 
for creating a dynamic group. 

An aspect of the invention is a method for dynamically creating talk 
5 groups in a communications system, comprising 

defining a dynamic talk group by a user of a first subscriber station, 
said group having at least two group members including said user, 

sending a group definition message from said first subscriber sta- 
tion to subscriber stations of other members in said group, said group defini- 
10 tion message containing group definition information which includes at least a 
group identifier, 

storing said group definition information in said subscriber stations 
for subsequent use. 

- A further aspect of the invention is a method for dynamically creat- 
15 ing talk groups in a communications system, comprising 

defining a dynamic talk group by a user of a first subscriber station, 
said group having at least two group members, 

sending a group definition message from said first subscriber sta- 
tion to subscriber stations of other members in said group, said group defini- 
20 tion message containing group definition information which includes at least a 
group identifier, 

\ storing said group definition information in said subscriber stations 

for subsequent use, 

establishing said dynamic talk group in the communications system 
25 by sending a group activation message from one of said members in said 
group to the communications system, said-group activation message contain- 
ing at least said group identifier and optionally additional information from said 
stored group definition information. 

A still further aspect of the invention is a method for dynamically 
30 creating talk groups in a communications system, comprising 
creating a dynamic talk group by a first subscriber, 
communicating group definition information on said dynamic talk 
group from said first subscriber to one or more other subscribers who are in- 
tended members of said dynamic talk group in addition to said first subscriber, 
35 storing said group definition information in subscriber stations of 

said subscribers, 
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establishing said dynamic talk group on a network side of said 
communications system only when at least one of said subscribers registers 
as an active member in said group by sending a group activation message to 
the network side, said group activation message containing at least some of 
5 said group definition information stored in said subscriber stations of said sub- 
scribers, 

de-establishing said dynamic talk group established on the network 
side of said communications system when none of said subscribers is no 
longer registered as an active member of said dynamic talk group on the net- 
10 work side, while still storing said group definition information in said subscriber 
stations for enabling possible re-establishment of said dynamic talk group. 

A further aspect of the invention is a communications system, com- 
prising 

a communication network having a talk group communication ser- 

15 vice, 

a plurality of subscriber stations, at least some of said subscriber 
stations comprising 

i) user-operated means for defining a dynamic talk 
group including a user of the respective subscriber 

20 station, 

ii) means for sending a group definition message to sub- 
scriber stations of the intended other members in said 
defined dynamic talk group over said communication 
network, said group definition message containing 

25 group definition information which includes at least a 

group identifier, 

iii) means for storing said group definition information 
and possible other group definition information on one 
or more other talk groups received from any other 

30 subscriber station, for subsequent use. 

A still further aspect of the invention is a subscriber station for a 
communications system, comprising 

user-operated means for defining a dynamic talk group including a 
user of the subscriber station, 
35 means for sending a group definition message to subscriber sta- 

tions of intended other members of said defined dynamic talk group over a 
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communication network, said group definition message containing group defi- 
nition information which includes at least a group identifier, 

means for storing said group definition information and possible 
other group definition information on one or more other talk groups received 
5 from any other subscriber station, for subsequent use. 

A further aspect of the invention is a talk group communication ser- 
vice system for a communications system, comprising 

means for receiving a group activation message from a subscriber 
station, said group activation message containing at least a group identifier 
10 and optionally additional group definition information, 

means for checking whether a dynamic talk group corresponding to 
said group identifier is already established , 

means responsive to said dynamic talk group not yet established for 
establishing said dynamic talk group on the basis of said received group defini- 
15 tion information and registering a user of said subscriber station as an active 
member of said dynamic talk group, 

means responsive to said dynamic talk group already established 
for registering a, user of said subscriber station as an active member of said 
dynamic talk group. 

20 Contrary to the prior art solutions, the present invention does not 

approach the dynamic group creation from the system point of view but rather 
from the perspective of the user. A new dynamic group is created by a user, 
who defines a group definition message into his subscriber station. This group 
definition message uniquely identifies the new group in the system, and can 

25 be distributed to the intended group members using the common messaging 
facilities available in the specific communications system (such as SMS in a 
GSM network). The recipients of the group definition message can store the 
message in their subscriber stations for subsequent use. 

It is thus typical for the present invention that group creation and 

30 membership management are handled at user level without interacting with 
the system. The role of the system is restricted to establishing a means for 
communicating with the group whenever there are users who have activated 
the communication group. 

There is no need for the system to store and maintain information 

35 on such dynamic groups and their members except when the group is actually 
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in use. This does not, however, prevent the system from applying access con- 
trol checking to prevent unauthorized access to the groups. 



the network's point of view. Group creation and membership definition are 
5 managed between users using standard user-to-user communication facilities. 
No facilities are required in the system for centralized management of dynamic 
group definitions, and there is no need to provide remote access for mobile 
users to access this centralized function whenever they need to create new 
groups or add members. Thus, the present invention allows creating the group 

10 at the user level, which is where the need usually arises. Furthermore, there is 
no need to provide a mechanism for cleaning out obsolete groups from the 
system database. The solution is also simple from the user's point of view. 
Groups can be created and managed by sending standard messages, i.e. in a 
way similar to distributing electronic business cards (and ringing tones and lo- 

15 gos). Thus, the present invention makes use of practices that are familiar to 
users of modern cellular networks, for example. 

Brief description of the Drawings 

In the following, the invention will be described in greater detail by 
means of the preferred embodiments with reference to the accompanying 
20 drawings, in which 

Figure 1 illustrates a generic architecture of a communications sys- 
tem according to an embodiment of the invention, 

Figure 2 is a flow diagram illustrating a group definition procedure 
according to an embodiment of the invention, 
25 Figures 3 and 4 are flow diagrams illustrating the group activation 

and deactivation procedures, respectively, according to an embodiment of the 
invention, and 

Figure 5 illustrates the architecture of a PMRoC/PoC system where 
the present invention can be applied. 

30 Preferred embodiments of the invention 



offering talk group communications. The invention is especially applicable in 
modern mobile radio systems supporting talk group communications. A par- 
ticularly interesting communications system where the invention can be ap- 
35 plied is a PMR over cellular (PMRoC) system or push-to-talk over cellular 



The invention offers many advantages.. The solution is simple from 



The invention can be used in any modern communications system 
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(PoC) system. PMR0C/P0C system will be briefly illustrated with reference to 
Figure 5 below. For a more detailed description of PMR0C/P0C system, refer- 
ence is made to a co-pending U.S. patent application 09/835,867, which is in- 
corporated herein by reference. 
5 The generic architecture of a communications system according to 

an embodiment of the invention is illustrated in Figure 1. The communications 
system comprises a plurality of mobile stations capable of communicating in a 
mobile communications network 16. Although only three mobile stations are 
shown in Figure 1 for the sake of clarity, the number of mobile stations in the 
10 communications system is not limited. The mobile stations MS1, MS2 and 
MS3 are also able to communicate in talk groups of at least one talk group 
service system located within or on top of the mobile communications network, 
such as a talk group server system 14. The talk group server system 14 can 
be any network element or a system comprising several functional and/or 
15 physical network entities implementing talk group communications, capable of 
maintaining voice traffic in talk groups between group members who have 
joined a talk group. In association with the talk group server system, said sys- 
tem also includes a memory or database 15, which represents any means for 
holding information needed by the talk group server system for talk group 
20 communications. 

In accordance with the basic principles of the present invention, 
group creation and membership definition are managed between users using 
standard user-to-user communication facilities, such as a short message ser-. 
vice or short data service. The dynamic group creation according to the inven- 
25 tion will be illustrated in the following by means of an example described with 
reference to Figures 1 and 2. 

At first, the user of the mobile station MS1 decides to create a 
group. The user of MS1 creates a group definition record 11 (step 201 in Fig- 
ure 2), which is then stored in a memory 10 of the MS1 (step 202). There are 
30 various ways to implement the creation of the group definition 11. The most 
obvious way is that the user inputs some kind of group identifier, typically a 
group name, and optionally some other information, such as security parame- 
ters. The user also defines the intended members of the talk group. The MS1 
prepares the final group definition record 1 1 on the basis of the data inputted 
35 by the user. Thus, the group definition record 11 may contain, in addition to 
the group identifier or group name, e.g. a random part to make the group 
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name unique, a password to add security, a base group identity to add secu- 
rity, and an identity of the user to allow more efficient handling of the group in 
the communications system. The mobile station MS1 prepares a group defini- 
tion message containing the group definition information from the group defini- 
5 tion record 11. The user of MS1 distributes, using the MS1, the group defini- 
tion record in the group definition message to the intended group members 
(step 203). The MS1 can utilize any user-to-user communication facility of- 
fered by the mobile communications network 16 for sending the group defini- 
tion message to the recipients. In the example illustrated in Figure 1, group 

10 definition messages 2a and 3a are sent to the mobile stations MS2 and MS3, 
respectively. The mobile stations MS2 and MS3 each store the content of the 
group definition message in the form of a group definition record in a memory 
12 and 13, respectively, attached to or contained. in the mobile stations (step 
204). Preferably, the group definition record is first displayed to the users of 

15 MS2 and MS3 who can then decide whether the group definition record is 
stored or not. It may also be possible that the users of MS2 and MS3 are able 
to further distribute the group definition message to new group members. 

As is evident from the above example, the dynamic talk groups can 
be created and managed by sending messages between the users. In other 

20 words, the group creation and membership management are handled at a 
user level without interacting with the group communication facilities of the 
communications system on the network side. There is no need for the network 
side of the communications system to store and maintain information on such 
dynamic talk groups and their members, except when the group is actually in 

25 use. In a similar manner as described above, any number of dynamic talk 
groups can be created in the mobile stations. 

The group activation on the network side and group communication 
between the group members are procedures separate from the group creation 
and membership management described above. There may be a large num- 

30 ber of dynamic talk groups defined and stored in the mobile stations, but typi- 
cally only a few of them are actually activated on the network side of the com- 
munications system at a given time. The role of the infrastructure in the sys- 
tem is restricted to establishing means for communicating in a dynamic talk 
group, and to store and maintain information on such a dynamic talk group 

35 and its members only when such users who have activated the group for 
communication are concerned. 
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The group activation and deactivation will be now described by 
means of an example and with reference to Figures 1 , 3 and 4. 

Let us assume that the user of the mobile station MS2 decides to 
activate the dynamic talk group, which has been previously created and stored 
5 in a manner described above. The user selects the talk group to be activated 
and triggers the mobile station MS2 to inform the network side of the commu- 
nications system that the user wants to join the specific dynamic talk group for 
communication. At this end, the MS prepares and sends an activation mes- 
sage 4 to the network facility (facilities) implementing the talk group communi- 
10 cations on the network side, such as the talk group server system 14 (step 300 
in Figure 3). The activation message 4 contains the group identifier of the dy- 
namic talk group and optionally additional information from the group definition 
record stored in the memory 12 of the MS2. This additional information pref- 
erably contains security-related information, as will be described in more detail 
1 5 below. The talk group server system 1 4 receives the group activation message 
(step 301) and, in the preferred embodiment of the invention, checks the rights 
of the specific user to access and activate the dynamic talk group identified by 
the group identifier (step 302). The checking of the access rights is preferably 
based on additional security information contained in the activation message 
20 4, as will be described in more detail below. If the user sending the activation 
message 4 has no rights for accessing and activating the specific talk group, 
the attempt to access is rejected (step 303). 

If the user has access rights, the talk group server system 14 
checks whether the talk group identified by the group identifier has already 
25 been established in the communications system in response to the reception 
of an activation message from any other member(s) of the talk group (step 
304). If no talk groups have been established, the talk group server 14 estab- 
lishes a talk group for the group identifier (step 305) and registers the user as 
an active member of the established talk group (step 306). However, if the talk 
30 group server 14 observes in step 304 that a group has already been estab- 
lished for the group identifier, the talk group server 14 only registers the user 
as an active member of the already established talk group (step 306), which 
may also include configuration in the server system 14. The establishment and 
activation of a dynamic talk group generally refer to all arrangements neces- 
35 sary to support the communication in the group between the group members, 
who have activated the group. It is not essential to the present invention which 
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specific measures and means are required. This depends on the requirements 
of the specific communications system in which the present invention is ap- 
plied. However, typically the establishment of the talk group requires that at 
least some information on a dynamic talk group and its active members is 
5 stored and maintained on the network side. In Figure 1 , the storage of such in- 
formation is implemented using the memory or the database 15. 

Each user must activate the group by a separate activation mes- 
sage in order to join the group communication. A user who is currently an ac- 
tive member of the group can at any time send a deactivation message in or- 

10 der to deactivate his membership in the group (step 400 in Figure 4). The de- 
activation message contains at least a group identifier and optionally similar 
security information as the activation message. The server receives the group 
deactivation message (step 401) and deletes the registration of the user as an 
active member in the talk group identified by the group identifier (step 402). 

15 It is also preferable to de-establish a talk group on the network side 

immediately when the talk group no longer includes active members. There- 
fore, a mechanism is needed for monitoring the number of active members. In 
an embodiment of the invention, when a user is deactivated in a talk group, 
the talk group server system 14 further checks whether there are still active 

20 members in the specific talk group (step 403). If there are no active members 
left in the talk group, the talk group is de-established (step 404). The de- 
establishment of the group in the communications system includes releasing 
resources and erasing all information relating to the specific talk group on the 
network side of the communications system. In the example illustrated in Fig- 

25 ure 1 , the information on the dynamic talk group and its members stored in the 
memory 15 are deleted. Thus, only relevant group information is stored in the 
system database and there is no need to provide a separate mechanism for 
cleaning out obsolete groups from the system database. However, it should be 
noted that the talk group definition records 11 relating to the de-established 

30 talk group is still maintained and stored in the memories of the mobile stations. 
Therefore, the talk group can be easily re-established in the communications 
system at any time. The deletion of the talk group definition record 1 1 stored in 
the mobile station is made only by the user of the mobile station. If a user of 
one mobile station deletes a talk group permanently, information on that may 

35 be delivered to other members of the group. 
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In case the system responsible for the group communication con- 
sists of more than one identical elements, each capable of handling e.g. a cer- 
tain number of groups, a need is created to allocate a network element for 
each new talk group. Because the dynamic talk group is not known to the sys- 
5 tern before the need to communicate arises, the talk group cannot be defined 
in the system database but it has to be determined from the information con- 
tained in the group definition included in the activation message. It is possible 
in a distributed system that group activations arrive, from different members, at 
different parts of the system, and each of these group activations must then 
10 result in the group established in the same network element. If all network 
elements are identical and equal (e.g. all are located in the same location), 
then the network element could be derived from the group identifier using e.g.' 
a hash algorithm. Usually, traffic planning considerations will cause unneces- 
sary load to the system. Therefore, in an embodiment of the invention, a 
15 method enabling the system operator to control the allocation of new groups 
into the network elements is employed. If the group definition in the activation 
message includes a base group identifier, then the dynamic group will be es- 
tablished in the same network element as the base group. If the group defini- 
tion in the activation message does not include a base group identifier, then 
20 the identity of the user who originally created the group will be incorporated 
into the group definition message and the group activation message, and will 
be used by the communications system to allocate the specific network ele- 
ment for the new group. 

As described above, the user who creates the talk group chooses a 
25 name or other group identifier for the users. The users and the communica- 
tions system have contradictory requirements for the group names and the 
group identifiers. In the user's point of view the group name or group identifier 
has to be meaningful for the users. On the other hand, the communications 
system points out that the talk group needs an identifier, which is unique in the 
30 communications system. However, a meaningful group name, chosen by a 
user, is often not likely to be unique. Therefore, in an embodiment of the in- 
vention, the mobile station creates a unique identifier from the group name 
supplied. by the (group-creating) user. There are several ways to implement 
such a functionality. Sometimes, additional information is provided that is as- 
35 sociated with the group name to create a unique identifier. As explained in 
more detail below, such additional information may include a password, a 
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base group identifier, a closed user group identifier, a user identity of the user 
who created the talk group, etc. If there is no such information associated with 
the group name, then the mobile station can append a random part to the 
group name for this purpose. Such a random part may be a random number 
5 generated by the mobile station. In the. approach according to the present in- 
vention, the access control of the groups (and thereby security) is intrinsically 
weaker than in a centralized network-oriented solution. Also, even if the solu- 
tion makes it easy to admit new members to a talk group by distributing the 
group definition message, the removal of a member from the group is not easy 

10 to implement reliably. The security problem is alleviated in cases where a dy- 
namic group is needed for a limited period of time or when the security re- 
quirements are restricted. These are also the primary application fields of the 
present invention. As the invention is typically implemented in the communica- 
tions systems supporting also the conventional permanently created system- 

15 controlled talk groups having higher security, this other type of talk groups is 
generally used when the security requirements are high. 

However, it is possible to improve the security in some degree by 
using additional security features. In the basic form of the invention the secu- 
rity (i.e. the access control to the group) is dependent on what is known about 

20 the contents of the group definition message. The additional mechanisms to 
improve the security are based on the associated additional information to the 
group definition. As noted above, such additional information may also implic- 
itly serve to create a unique group identifier without a need for an explicit ran- 
dom part. 

25 The first mechanism to improve security is the use of passwords. 

The group-creating user gives a password (such as a PIN code) for the group. 
The password is stored within the group definition message in an encrypted 
form. Access to the talk group is only allowed by the communications system if 
the user activating the talk group gives the right password. The security of this 

30 approach is limited because it is possible to find the password with brute force 
attack. If the talk group is used for a limited period of time only, and/or for 
communications of non-critical nature, this method is suitable because of its 
simplicity. 

A second mechanism to improve security is the use of a base 
35 group. This approach assumes that the communications system also supports 
conventional talk groups that are provisioned into the communications system 
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itself with an access right control based on the information in the system data- 
base. If a group definition message includes a base group identifier, this can 
be used by the communications system to perform an additional access rights 
checking. A user attempting to activate a dynamic talk group using a group 
5 definition containing a base group identifier will only be allowed to access the 
talk group if the specific user is allowed to have access to the base group. It 
should be noted that the base group identifier effectively forms part of the dy- 
namic group identity. Therefore, it is not possible to circumvent the access 
control checking by tampering with the group definition data by removing the 
10 base group identifier, because such tampering would only allow access to the 
group with the modified identity not to the restricted group. 

A third mechanism to improve security is the use of a closed user 
group. If the communications system supports closed user groups, it is possi- 
ble to restrict access to the dynamic groups according to the present invention 
15 either by including a closed user group identifier in the group definition mes- 
sage, or by imposing a check that all group members will have to belong to the 
same closed user group. 

One application of the present invention is a PMRoC or PoC system 
in which a group communication functionality is provided on top of a cellular 
20 network. The basic principles of the PMRoC/PoC system is described in the 
co-pending US patent application 09/835,867 which is incorporated herein by 
reference. An example of the PMRoC/PoC architecture is illustrated in Figure 
5. In Figure 5 the PoC system consisting of several functional entities is pro- 
vided on top of the cellular network 501. The PoC can also be seen as a core 
25 network using the cellular network 501 as a radio access network. In the terms 
of Figure 1, the PoC system implements the talk group server system 14 and 
the memory 15. The user functionality runs over the cellular network 501, 
which provides the data transfer services for the PoC system. . Optionally there 
may be interfaces to cellular network database and billing systems from the 
30 PoC core network, but otherwise the PoC is just an IP-based application from 
the point of view of the underlying cellular network 501 . 

The PoC is preferably a voice over IP (VoIP) application. In such a 
case the PoC is preferably designed, to follow the IETF Internet reference 
models, protocols and best practices. Compatibility to the IETF standards or 
35 draft standards is preferably maintained. The PoC network functional entities 
are preferably composed in a similar manner as main stream IP (Internet Pro- 
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tocol) -based architectures. The control, user and management planes are 
logically and physically separated from each other. 

The control, user and management planes are connected to each 
others via several IP technologies, such as SIP (Session Initiation Protocol) for 
5 control plane signaling, RTP (a transport protocol for real-time applications) in 
the user plane. Although the functional entities are separated from each other, 
IP connection technologies provide the means for placing the functional enti- 
ties in the same physical device, if needed. 

The PoC core network contains the following functional entities: 
10 user control-plane-function (U-CPF), group control-plane-function (G-CPF), 
user user-plane-function (U-UPF), group user-plane-function (G-UPF), sub- 
scriber and group management function (SGMF) and PoC database 502. The 
U-CPF and G-CPF are the control plane functional entities. The U-CPF han- 
dles user-related control plane functions. Each user has one pre-assigned Il- 
ls CPF which is used regardless of the user's physical location. All user signaling 
first moves from the mobile station MS to the user's U-CPF. The G-CPF han- 
dles group-related control plane functions and keeps track of the group mem- 
bers. One G-CPF is assigned for each group when the group is created. The 
U-UPF and G-UPF are user plane functional entities. U-UPF is involved in 
20 real-time traffic distribution for users. Each user has a U-UPF (assigned at log- 
on) and all real-time traffic goes through this U-UPF. The G-UPF handles 
group-related user plane functions, i.e. it handles real-time traffic in groups 
and takes care of speech item distribution. Each group belongs to one G-UPF. 
The SGMF handles the management plane function, i.e. it deals with user and 
25 group management. The static information of the system is saved into the PoC 
database 502. The control plane, e.g. the U-CPF and G-CPF, ask and save 
data from/to the PoC database 502 via the SGMF. 

The static group sessions are established partly when a group is 
provisioned and partly when subscribers are attached to the groups. After that, 
30 group members can talk to each other just by pushing the push-to-talk button 
(PTT). No control plane signaling is needed anymore in said phase. The nec- 
essary service-related information is embedded inside the same user plane 
packets, where speech is transferred. 

The underlying cellular network can be, for example, a general 
35 packet radio system (GPRS) or a third generation (3G) radio access network. 
No relation between the GPRS (or 3G) call control and the PoC call control is 
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required. Both have specific call control mechanisms. The mobility of the users 
is totally handled by the underlying cellular network. The PoC system does not 
handle the mobility issues at all. When the user moves in the network, the 
user's U-CPF and U-UPF remain the same. If the GPRS is used as a trans- 
5 mission network, the GPRS context is always on. When the user pushes the 
PTT t radio resources are reserved by the GPRS, but no signaling is needed 
anymore to open the GPRS PDP context. 

When the present invention is applied in the PoC system, any suit- 
able message service/protocol (such as TETRA SDS (short data service), 

10 GSM SMS (short message service), and SIP) can be used for carrying the 
group definition messages between the users. PoC SIP protocols can be used 
for carrying group activation and deactivation messages. The group communi- 
cations themselves can be based on the technology used in the PoC system 
for group communication, such as RTP. Different possibilities exist for the for- 

15 mat and coding of the group definition messages and for incorporation of the 
group definition into the group activation message. If SIPurl is used for the 
group identifier format, then it is possible to append additional information to 
the url, thus creating a unique url for the dynamic talk group. 

The following example illustrates how .the group activation phase 

20 can be implemented in the PoC system. Before any user joins a dynamic talk 
group, one (group-creating) user has sent the group definition messages to 
other users in order to create a group. The PoC core network is not aware of 
the contents of these messages. 

When a group member decides to activate a dynamic talk group, he 

25 sends a SIP group activation message to his U-CPF. The group activation 
message may contain an indication that it is a request to join a dynamic talk 
group, information about who was the creating-user for this dynamic talk group 
(an URL) and a unique name (URL) for the group (for example, SAILCLUB- 
UdtP9zZy3VM@poc.fi, where the random part UdtP9zZy3VM is created using 

30 a PIN code and an algorithm. 

At the reception of the SIP group definition message, the U-CPF 
contacts the SGMF for checking, whether this user has the right to attend the 
. dynamic talk groups. At this end, the U-CPF sends the URLs of this user and 
the group-creating user to the SGMF. The SGMF . also checks which is the G- 

35 CPF for the group-creating user in the case of dynamic talk groups. The 
SGMF returns the result of the right checking and the G-CPF name to the U- 
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CPF. If the access rights are not appropriate, the access attempt is rejected. If 
the access rights are appropriate, the user is registered as an active member 
of the group into the PoC system, and if the user is the first user in the PoC 
system, the associated U-UPF, G-CPF, and G-UPF are arranged to support 
5 this dynamic talk group. The group may be established in the G-CPF and G- 
UPF of the user who initially created the group. Also the U-UPF may be con- 
figured to support traffic to and from the G-UPF and to find the dynamic group. 
The G-CPF monitors the number of active members in the dynamic group, and 
if there are no active members in the group left after deactivating the user, the 
10 G-CPF initiates a procedure which de-establishes the dynamic talk group in 
the PoC system. 

The description only illustrates the preferred embodiments of the in- 
vention. The invention is not, however, limited to these examples, but it may 
vary within the scope and spirit of the appended claims. 

15 
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CLAIMS 

1. A method for dynamically creating talk groups in a communica- 
tions system, comprising 

defining a dynamic talk group by a user of a first subscriber station, 
5 said group having at least two group members including said user, 

sending a group definition message from said first subscriber sta- 
tion to subscriber stations of other members in said group, said group defini- 
tion message containing group definition information which includes at least a 
group identifier, 

10 storing said group definition information in said subscriber stations 

for subsequent use. 

2. A method for dynamically creating talk groups in a communica- 
tions system, comprising 

15 defining a dynamic talk group by a user of a first subscriber station, 

said group having at least two group members, 

sending a group definition message from said first subscriber sta- 
tion to subscriber stations of other members in said group, said group defini- 
tion message containing group definition information which includes at least a 

20 group identifier, 

storing said group definition information in said subscriber stations 
for subsequent use, 

establishing said dynamic talk group in the communications system 
by sending a group activation message from one of said members in said 
25 group to the communications system, said group activation message contain- 
ing at least said group identifier and optionally additional information from said 
stored group definition information. 

3. A method according to claim 2, comprising 

30 creating a group name for said dynamic talk group by said user, 

creating automatically said group identifier on the basis of said 
group name in said first subscriber station. 

4. A method according to claim 2 or 3, comprising 

35 creating a password for said dynamic talk group by said user, 

encrypting said password in said first subscriber station, 
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delivering said encrypted password to said other members of said 
dynamic talk group in said group definition message, 

storing said password in said subscriber stations of said other 

members, 

5 using said password as an authorization to access said dynamic 

talk group when any one of said members in said dynamic talk group registers 
as an active member of said dynamic talk group in said system. 

5. A method according to claim 2 or 3, comprising 

10 including in said group definition information on a base group identi- 

fier defining a base talk group provisioned into the communications system it- 
self, 

sending said base group identifier in said group activation message 
to said communications system, 
15 a user attempting to activate said dynamic talk group with said 

group activation message is allowed to access said dynamic talk group only if 
the respective user has the access right to said base talk group. 

6. A method according to claim 2 or 3, comprising 

20 including in said group definition information a closed user group 

identifier defining a closed user group provisioned into the communications 
system itself, 

sending said closed user group identifier in said group activation 
message to said communications system, 
25 a user attempting to activate said dynamic talk group with said 

group activation message is allowed to access said dynamic talk group only if 
the respective user belongs to the same closed user group. 

7. A method according to claim 2, comprising 

30 including in said group definition information on a base group identi- 

fier defining a base talk group provisioned into the communications system it- 
self, 

sending said base group identifier in said group activation message 
to said communications system, 
35 ■» establishing said dynamic talk group in a network element where 
said base group has been established. 
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8. A method according to claim 2, comprising 

including in said group definition information on a user identity of 
said user in said first subscriber station, 

sending said user identity in said group activation message to said 
5 communications system, 

using said user identity for selecting one of two or more network 
elements in said communications system to establish said dynamic talk group. 



9. A method according to claim 2, comprising 
10 each member of said dynamic talk group separately registering as 

an active member by sending a group activation message to said communica- 
tions system, 

in response to the reception of a group activation message, said 
dynamic talk group is established in said communications system, if the group 
15 is not already established by an earlier group activation message, and said 
member who sent said group activation message is registered as an active 
member in said dynamic talk group. 



10. A method according to claim 2 or 9, comprising 

20 de-establishing said dynamic talk group established in said commu- 

nications system in response to having no active members in said dynamic 
talk group. 

11. A method for dynamically creating talk groups in a communica- 
25 tions system, comprising 

creating a dynamic talk group by a first subscriber, 
communicating group definition information on said dynamic talk 
group from said first subscriber to one or more other subscribers who are in- 
tended members of said dynamic talk group in addition to said first subscriber, 
30 storing said group definition information in subscriber stations of 

said subscribers, 

establishing said dynamic talk group on a network side of said 
communications system only when at least one of said subscribers registers 
as an active member in said group by sending a group activation message to 
35 the network side, said group activation message containing at least some of 
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said group definition information stored in said subscriber stations of said sub- 
scribers, 

de-establishing said dynamic talk group established on the network 
side of said communications system when none of said subscribers ' is no 
5 longer registered as an active member of said dynamic talk group on the net- 
work side, while still storing said group definition information in said subscriber 
stations for enabling possible re-establishment of said dynamic talk group. 

12. A communications system, comprising 
a communication network, 

a plurality of subscriber stations, at least some of said subscriber 
stations comprising 

i) user-operated means for defining a dynamic talk group in- 
cluding a user of the respective subscriber station, 

ii) means for sending a group definition message to subscriber 
stations of the intended other members in said defined dy- 
namic talk group over said communication network, said 
group definition message containing group definition infor- 
mation which includes at least a group identifier, 

iii) means for storing said group definition information and pos- 
sible other group definition information on one or more 
other talk groups received from any other subscriber sta- 
tion, for subsequent use. 

25 13. A communications system according to claim 12, comprising 

a talk group communication service system supporting talk group 
communication within the talk groups established in said talk group communi- 
cation service system, 

said subscriber stations comprising means for sending a group acti- 
30 vation message to said talk group communication service system, said group 
activation message containing at least said group identifier and optionally addi- 
tional information from said stored group definition information on a desired 
talk group, 

said talk group communication service system being responsive to 
35 the reception of said group activation message for establishing said desired 
talk group on the basis of said received group definition information. 



15 
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14. A communications system according to claim 12 or 13, compris- 
ing 

said talk group communication service system being arranged to 
de-establish said dynamic talk group established in said communications sys- 
5 tern in response to having no active members in said dynamic talk group. 

15. A communications system according to claim 12 or 13, wherein 
said group definition information contains a base group identifier de- 
fining a base talk group provisioned by said talk group communication sen/ice 

10 system itself, 

said group activation message contains said base group identifier, 
said talk group communication service system allows a user to ac- 
cess said dynamic talk group only if the respective user has the access right to 
said base talk group. 

15 

16. A communications system according to claim 12 or 13, wherein 
said group definition information contains a closed user group iden- 
tifier defining a closed user group provisioned by said talk group communica- 
tion service system itself, 

10 said 9 rou P activation message contains said closed user group 

identifier, 

said talk group communication service system allows a user to ac- 
cess said dynamic talk group only if said user belongs.to the same closed user 
group. 

5 

17. A communications system according to claim 12 or 13, wherein 
said group definition information contains a user identity of a user 

who created said dynamic talk group, 

said group activation message contains said user identity, 
3 the communications system utilizes said user identity for selecting 

one of the system entities within said talk group communication service system 
to establish said dynamic talk group. 
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18. A communications system according to claim 12 or 13, wherein 
said group definition information contains a base group identifier de- 
fining a base talk group provisioned by one of the system entities within said 
talk group communication service system, 

5 said group activation message contains said base group identifier, 

said one of said system entities where said base group has been 
provisioned establishes said dynamic talk group. 

19. A communications system according to claim 12 or 13, wherein 
10 said communication network is a cellular mobile network, and wherein said talk 

group communication service system is on top of said cellular mobile network. 

20. A subscriber station for a communications system, comprising 
user-operated means for defining a dynamic talk group including a 

15 user of the subscriber station, 

means for sending a group definition message to subscriber sta- 
tions of intended other members of said defined dynamic talk group over a 
communication network, said group definition message containing group defi- 
nition information which includes at least a group identifier, 

20 means for storing said group definition information and possible 

other group definition information on one or more other talk groups received 
from any other subscriber station, for subsequent use. 

21. A subscriber station according to claim 20, comprising 

25 means for sending a group activation message to the talk group 

communication service system supporting talk group communication on a net- 
work side, said group activation message containing at least said group identi- 
fier and optionally additional information from said stored group definition in- 
formation on a desired talk group. 

30 

22. A subscriber station according to claim 20, comprising 

means for creating a group name for said dynamic talk group by 

said user, 

means for automatically creating said group identifier on the basis 
35 of said group name. 
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23. A subscriber station according to claim 20, comprising 

means for creating a password for said dynamic talk group by said 

user, 

means for encrypting said password, 
5 means for delivering said encrypted password to said other mem- 

bers of said dynamic talk group in said group definition message, 

means for using said password as an authorization to access said 
dynamic talk group. 

10 24. A talk group communication service system for a communica- 

tions system, comprising 

means for receiving a group activation message from a subscriber 
station, said group activation message containing at least a group identifier 
and optionally additional group definition information, 
15 means for checking whether a dynamic talk group corresponding to 

said group identifier is already established, 

means responsive to said dynamic talk group not yet established for 
establishing said dynamic talk group on the basis of said received group defini- 
tion information and registering a user of said subscriber station as an active 
20 member of said dynamic talk group, 

means responsive to said dynamic talk group already established 
for registering a user of said subscriber station as an active member of said 
dynamic talk group. 

25 25. A system according to claim 24, comprising 

means for de-establishing said established dynamic talk group in 
response to having no active members in said dynamic talk group. 

26. A system according to claim 24 or 25, comprising means for 
30 checking the rights of use to activate a group establishment. 

27. A system according to claim 26, wherein 

said group definition information in said group activation message 
contains a base group identifier defining a base talk group provisioned by said 
35 talk group communication service system itself, 



BNSOOCID: <WO 03039 173A1_I_> 



WO 03/039173 



PCT/FI02/00846 



24 

said talk group communication sen/ice system checks from group 
data maintained in an associated database whether said user has access right 
to said base talk group, 

said talk group communication service system allows a user to ac- 
5 cess said dynamic talk group only if the respective user has access right to 
said base talk group. 

28. A system according to claim 26, wherein 

said group definition information in said group activation message 
10 contains a closed user group identifier defining a closed user group provi- 
sioned by said talk group communication service system itself, 

said talk group communication service system checks from the 
group data maintained in an associated database whether said user belongs 
to said closed user group, 
15 said talk group communication service system allows a user to ac- 

cess said dynamic talk group only if said user belongs to the same closed user 
group. 

29. A system according to claim 24 or 25, wherein said communica- 
20 tion network is a cellular mobile network, and wherein said talk group commu- 
nication service system is on top of said cellular mobile network. 

30. A system according to claim 29, wherein said talk group com- 
munication service system communicates with said cellular mobile network 

25 over a packet switched network. 
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